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1. Purpose and Scope

1.1 This policy governs the operation of closed-circuit television (CCTV) and other
surveillance camera systems operated by Halsion Limited (“the Organisation”). It
explains why we use CCTV, the lawful basis on which we process the personal data
it captures, how long we keep recorded images, and the rights of individuals whose
images are recorded.

1.2 The Organisation is committed to operating its CCTV systems in accordance with the
UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018,
and the Information Commissioner’s Office (ICO) guidance on video surveillance.

1.3 This policy applies to all CCTV cameras operated by or on behalf of the Organisation
that capture images of identifiable individuals, whether the images are recorded,
monitored in real time, or both. It applies to all staff, contractors and third parties
involved in operating, monitoring or accessing the system.

1.4 This policy does not apply to covert surveillance, body-worn cameras, or automatic
number-plate recognition, each of which requires separate authorisation and a
dedicated impact assessment.

2. Roles and Responsibilities

2.1 The Organisation is the data controller for all personal data captured by its CCTV
systems and is responsible for compliance with this policy and with data protection
law.

2.2 The policy owner / Data Protection Officer is responsible for overseeing the CCTV
system, maintaining this policy, responding to data subject requests, and acting as
the point of contact for the ICO.

2.3 Where the system is operated, hosted or maintained by an external supplier, that
supplier acts as a data processor and must be bound by a written contract that meets
the requirements of Article 28 of the UK GDPR, including the obligation to apply the
retention and erasure rules set out in this policy.

2.4 Staff who monitor live footage or access recorded images must be trained on this
policy and must access images only for the purposes set out in Section 4. Misuse of
CCTV images may result in disciplinary action.



3. What the System Records

3.1 The Organisation operates fixed CCTV cameras at Homestead Farm (Cameras are
positioned to capture only the areas necessary for the purposes in Section 4 and are
not directed at areas where individuals have a heightened expectation of privacy,
such as toilets or changing rooms.)

3.2 The system records visual images only. It does not record audio.

3.3 Clear and prominent signage is displayed at the entrances to, and within, all areas
covered by CCTV. The signage informs individuals that CCTV is in operation, identifies
the Organisation as the controller, states the purpose of the recording, and provides
contact details for further information and for exercising data protection rights.

4. Lawful Basis for Processing

4.1 The Organisation processes CCTV images for the following purposes: the safety and
security of staff, visitors and members of the public; the protection of the
Organisation’s property and assets; the prevention, detection and investigation of
crime; and the support of any related legal or insurance proceedings.

4.2 The lawful basis for this processing under Article 6(1)(f) of the UK GDPR is the
legitimate interests of the Organisation in maintaining the security of its premises,
people and property. The Organisation has carried out a legitimate interests
assessment balancing those interests against the rights and freedoms of the
individuals recorded.

4.3 Where CCTV images reveal special category data or are used in connection with a
criminal matter, the Organisation will identify and document an appropriate
additional condition for processing under Article 9 of the UK GDPR and the Data
Protection Act 2018.

5. Retention and Automatic Erasure

5.1 CCTV images are retained for a maximum of 30 days from the date of recording. This
retention period reflects the data minimisation and storage limitation principles in
Article 5(1)(c) and (e) of the UK GDPR: images are kept only for as long as necessary
to fulfil the purposes set out in Section 4.

5.2 The recording system is configured to delete images automatically once they reach
30 days old. Deletion happens on a continuous, rolling basis without manual
intervention: each day, the oldest images that have passed the 30-day threshold are
permanently overwritten or erased. No CCTV image is retained beyond 30 days
except in the limited circumstances set out in clause 5.3.

5.3 Where a specific recording is required as evidence in connection with the prevention
or detection of crime, the investigation of an incident, an insurance claim, or actual
or anticipated legal proceedings, that recording may be exported and retained
beyond the standard 30-day period. Any such retention must be authorised by the
policy owner, documented in the CCTV access log (recording what was retained, by



whom, when and why), and the exported footage must be securely stored, access-
controlled, and deleted as soon as it is no longer required.

5.4 The automatic erasure function must not be disabled, paused or reconfigured to
extend the retention period without the prior written authorisation of the policy
owner, supported by a documented justification and, where appropriate, an updated
impact assessment.

5.5 The policy owner will periodically verify that the automatic deletion function is
operating correctly and that no images are being retained beyond the permitted
period.

6. Access, Disclosure and Security

6.1 Access to live and recorded CCTV images is restricted to authorised personnel who
need access to carry out their role. A record is kept of who has access and of each
occasion on which recorded images are viewed, exported or disclosed.

6.2 Recorded images are stored securely with appropriate technical and organisational
measures, including access controls, encryption where appropriate, and protection
against unauthorised access, alteration, loss or destruction, in accordance with
Article 5(1)(f) and Article 32 of the UK GDPR.

6.3 CCTV images will not be disclosed to third parties except where lawful and necessary
— for example, to the police or another law-enforcement agency for the prevention
or detection of crime, to the Organisation’s insurers or legal advisers, or where the
Organisation is otherwise required or permitted by law to do so. All disclosures are
recorded in the CCTV access log.

6.4 CCTV images will not be transferred outside the United Kingdom unless an appropriate
safeguard or transfer mechanism under the UK GDPR is in place.

7. Data Subject Rights

7.1 Individuals whose images are captured by CCTV have the right to request access to
those images (a subject access request). On receipt of a request, the Organisation
will respond without undue delay and in any event within one month, and will provide
the requested images unless an exemption applies. Where footage contains images
of other individuals, their images will be redacted or obscured where necessary to
protect their privacy.

7.2 Because images are automatically erased after 30 days, individuals should make any
subject access request promptly. The Organisation cannot provide images that have
already been deleted in accordance with Section 5.

7.3 Individuals also have the right to object to the processing, and the rights to
rectification, erasure and restriction, in so far as those rights apply to CCTV images
under the UK GDPR. Requests should be made to the policy owner using the contact
details on the CCTV signage.



8. Data Protection Impact Assessment

8.1 Because CCTV involves the systematic monitoring of a publicly accessible or workplace

8.2

area, the Organisation has carried out a Data Protection Impact Assessment (DPIA)
to identify and minimise the data protection risks of the system, in accordance with
Article 35 of the UK GDPR.

The DPIA is reviewed whenever there is a material change to the system — for
example, the addition or repositioning of cameras, a change of purpose, or a change
to the retention period — and at the regular review described in Section 10.

9. Complaints and the Information Commissioner

9.1

9.2

Any individual who is concerned about the Organisation’s use of CCTV, or about how
their personal data has been handled, may raise the matter with the policy owner
using the contact details on the CCTV signage. The Organisation will investigate and
respond to all complaints.

Individuals also have the right to lodge a complaint with the Information
Commissioner’s Office (ICO), the UK supervisory authority for data protection, at
www.ico.org.uk or by telephone on 0303 123 1113.

10. Review

10.1 This policy will be reviewed at least once every 12 months, and sooner if there is a

significant change to the CCTV system, to the Organisation’s operations, or to
applicable data protection law.

10.2 Approved on behalf of Halsion Limited

Name: Christopher Parsons

Position: Finance Director

Date: 6" January 2026



